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My message to the companies that think they haven’t been attacked is - you
aren’t looking hard enough.

In today’s fast-paced digital world, it is next to impossible to be immune to
cybercrime. Any entity that collects or shares user information can easily be the next
victim. In this context, CyberPeace has studied the cyber threats and digital risks
faced by Indian educational institutions as they expand their digital infrastructure to
include online learning platforms, digital student records, and virtual administrative
systems.

Technology is valuable and unavoidable in modern learning environments. Rapid
digitisation of educational institutions makes learning more interactive, accessible, and
personalized to each student's unique learning pace and style. However, the integration of
technology brings unique security and safety challenges which educational institutions
may often be ill-equipped to tackle, making them susceptible to cybercrime targets.

A cursory glance at news reports on cyberattacks on educational
institutions reveals that they have been on the rise over the last
few years, particularly since the beginning of the pandemic. What
makes educational institutions susceptible to cyber-attacks and
threats? Why do cybercriminals attack organisations that largely
cater to students, both children and young adults, for their
learning and development?

James Snook

SECTION 1

Introduction

What is the Context of this Study?
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Cybercrime is diversifying into different sectors such as education and health, with large-
scale implications on human safety, security, and well-being. With increased digitisation,
educational institutions such as schools and universities world- over have become prime
targets of cyber attacks due to their extensive collection of personal records and lack of
cyber-risk awareness. There is an unprecedented increase in the scale and number of
cyber-attacks globally and institutions must practice digital hygiene to address their safety
and security needs.



Educational institutions vary widely based on
factors such as the level of education offered, class
sizes, student-teacher ratios, geographic location,
socio-economic context, degree of digitization,
type of infrastructure, and the presence or
absence of digital safety policies. Given India’s size
and diversity, multiple typologies of educational
institutions can be developed by examining
different combinations of these characteristics.

The increased adoption of technology by schools and colleges over the last few years
due to pandemic-induced lockdowns has resulted in schools, colleges, and universities
introducing digital, remote, or online learning. Higher educational institutions, too,
have become increasingly digitised, and not just as a result of the pandemic. They are
increasingly technologically connected with the provision of WiFi support, online
learning platforms, digital libraries, virtual classes, and video conferencing facilities.
For ease of administrative support and scaling up of educational institutions, there has
been an increase in the amount of data stored by educational institutions, such as
personally identifiable information (PII) of students, teachers, and staff. Such
information, depending on the region under consideration, includes student records,
financial information, unique identification numbers, grades, and health records. 

Volumes of such information can be a goldmine for
cybercriminals, making educational institutions prime targets for
cyber attacks. Apart from the large volume of data they manage,
Higher Education Institutions (HEIs) networks are often open in
design, decentralised, and have a large number of users. HEIs also
contain repositories of confidential cutting-edge research data.
Such research conducted by universities consists of valuable
intellectual property that can be sold by cyber criminals on the
dark web for millions of dollars. Such data can even be encrypted
(which prevents victims from accessing their files or systems) as
part of a ransomware attack and threatened to be destroyed or
uploaded on the dark web if the institution fails to make
exorbitant payments for the same.

Educational Institutions and Issues Surrounding Digitisation
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Although the pandemic gave a huge impetus to cyber attackers to intercept networks of
educational institutions, such attacks began much before the pandemic.



To gain an aerial understanding of the issue, let us consider some statistics. In a study
conducted in the quarter from April to June 2023 in India by malware analysis lab
SEQRITE, the education sector emerged as the most targeted one for cyberattacks,
followed by the manufacturing and professional services industries. The education
sector accounted for over seven lakh detected threats while manufacturing, which
stood second, reported a much lower number of 3.29 lakh. 

The specific factors that characterise the networks of educational institutions, along with
the intensity of threats, render their vulnerabilities quite different from that of other
organisations. Unlike the websites of major companies and governments, university and
school websites often lack adequate cybersafety and security mechanisms, making them
easy to penetrate. The primary reason for the slow adoption of cybersecurity measures
is insufficient funding. As a result, there is little, if any, investment in cyber solutions and
a resulting use of outdated technology. According to a cybersecurity assessment of K-12
(kindergarten through grade 12) schools in the US of the year 2021-2022, an average K-
12 school district dedicates eight percent or less of their IT budget to cybersecurity
while one in five respondents shared that their cybersecurity spending amounts to less
than one percent of their IT budget. Apart from these reasons, there are many more that
render educational networks vulnerable and susceptible to cyber attacks. We shall
consider these factors in detail in this report. 

In March 2023, the Cybercrime Wing of the Chennai police detained a suspect based on
a complaint by the School Education Department that said that the personal details of
school students were sold by an individual to third parties. Details such as names and
contact information of private and government school students from 20 districts were
allegedly sold by the individual for which the latter received online payments. Not only
did this sale violate the privacy of the students, but it also put their safety and security
at risk, according to the complainant.

In a pre-Covid-19 case, the University of Calgary in Canada paid $20,000 in response
to a cyberattack on its computer systems that encrypted staff and faculty emails. In
the aftermath of this attack, an associate professor of the university’s Computer
Science department shared that while incidents of ransomware go back to the ‘80s,
the attacks have become increasingly sophisticated such that once the files are
encrypted, it is next to impossible to decrypt it. 

The Global Nature of Cyberthreats to Educational Institutions
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Cyber attacks can cause severe financial losses for
affected schools and colleges from the downtime and
resources required to recover from them. A report by IBM
and Ponemon Institute found that in 2020 the education
sector faced a loss of $3.9 million for data breaches.
Another study by CheckPoint (that provides cybersecurity
solutions to governments and corporations globally)
found that the average number of weekly cyber attacks
per academic organisation in July and August 2020
increased by 24 percent, while the overall increase in the
number of cyber attacks in all sectors in Europe was only
nine percent. Verizon’s 2022 Data Breach Investigations
Report revealed that the educational services sector
experienced 1,241 incidents in 2021, with 282 involving
confirmed data disclosure. Of that number, 75 percent
were from external sources, while the rest came from
insiders. A whopping 95 percent of these tracks had a
financial motive. As we shall see through this report,
prevention of attacks against the cyber defences of digital
educational systems will prove to be more effective than a
reactive stance.

Over the past several years, this has become a global issue, with the fallout being faced by
multiple nations. For example, in the US, K-12 schools have reported significant
educational impact as a result of cybersecurity related incidents over the past few years.
Further, according to the European Repository of Cyber Incidents, the sectors most
targeted by cybercrime in 2023 in the order of number of incidents were critical
infrastructure (comprising energy, telecommunications, transport and health), followed by
state institutions and political systems, education, corporate targets, media and others. 
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Loss of $3.9 Million
for Data Breaches

increase

average number of
weekly cyber attacks
per academic
organisation in July
and August 2020

Verizon’s 2022 Data
Breach Investigations
Report - Educational
services sector

24%

1,241 incidents
in 2021
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Given the scale, intensity and frequency of cyber attacks against educational
institutions, we believe that the time is ripe for an exploration not just into what is
happening, but to also reveal the magnitude of the issue and how it impacts the
stakeholders involved. This is the crux of the purpose of this timely and relevant
research report. Here, we will aim to understand why such incidents occur, what the
specific risks and challenges are, and how these can be overcome. We shall also
consider the stakeholders in this matrix and how cyber threats and incidents can and do
affect them. Since the issue is global and devoid of boundaries, we shall discuss cases
and solutions from different parts of the globe. At the same time, some specific issues
particular to the Indian context will also be shared.

This research report will be of interest to anyone who is directly connected to the
cyber safety of educational institutions, such as educators, management of educational
institutions at all levels, cyber security professionals, students, parents and the
government. This report will also be beneficial for cyber safety researchers and others
who work directly and indirectly with stakeholders in schools and colleges such as
counsellors, journalists and civil society. 

Purpose of the Study
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If it’s known, it’s manageable. If it’s well-known, it’s actionable.

To identify the types and gravity of cyber threats in Indian educational
institutions

To evaluate how well-prepared Indian educational institutions are to
manage cyber threats and where their weaknesses lie

To investigate how cyber threats affect the universities' education and
management activities

To suggest ways and strategies to strengthen cybersecurity in Indian
educational institutions

Objectives 
Through this exploratory study, we aim: 

It is within the context and background shared in the previous section that we set out to
explore the impact of cyber threats and attacks against educational institutions. A deeper
and better understanding of the specific vulnerabilities of educational institutions allows
for solutions to be prescribed towards protecting not just sensitive data but also the
privacy of students, teachers and staff. This serves as a significant undertaking as
recovering from cyber attacks may not be fully possible either financially, emotionally or
otherwise. Cyber attacks leave a trail of destruction whose effects cannot be undone.
One’s best bet as governments, institutional management and other stakeholders is to
find ways to protect the privacy of the personal information of stakeholders, the
intellectual property of HEIs and the integrity of institutional data systems. 

Bradley B Dalina

Significance of the Study, Research
Objectives and Methodology

SECTION 2
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The hypothesis we are setting out to test is that incidents of cyber threats in educational
institutions are increasing, with limited knowledge within institutions to protect
themselves.

Methodology 

This report draws insights from a comprehensive review of media reports, academic
studies, and industry articles to assess the scale of the issue, identify key stakeholders, and
explore effective solutions and best practices for safeguarding privacy, data, and
intellectual property.

The research is conducted under CyberPeace’s e-Kawach project, an initiative aimed at
strengthening cybersecurity infrastructure through a nationwide deployment of public
network and threat intelligence sensors. These sensors are designed to monitor internet
traffic and analyze real-time cyber threats targeting specific locations and organizations.

The study examines cyber incidents and trends over a nine-month period (July 2023 –
April 2024), providing data-driven insights into emerging risks and mitigation strategies.
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Phishing and user account compromise were the most
common attack paths faced by these organisations,
according to the report. It further found that three out
of four attacks (or 75 percent) in the education sector
were associated with a compromised on-premises user
or admin account, compared to 48 percent for other
sectors. According to an article by Forbes, in 2021 and
2022, education and research institutions faced the
highest attack volumes each month in comparison to
other industries. For K-12 schools, the threats came
primarily from vulnerability exploitation (29 percent)
and phishing attacks (30 percent) (Gurinaviciute,
2024).

How big is the issue surrounding cyber safety of schools, colleges and universities? Was
this a problem only during the peak of the pandemic-induced lockdowns or is it
something one must continue to be cautious about? As mentioned briefly earlier, cyber
threats, risks and attacks against educational institutions existed prior to the pandemic
but became a very real issue ever since Covid-19. However, we will not be able to wish it
away. The continual adoption of technology will only make this issue more real
henceforth and stakeholders will find it in their interest to take it very seriously and give
it the priority it now demands. 
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Global Overview of Cyber Threats in
Educational Institutions

SECTION 3

The Magnitude of the Issue

To understand the urgency of this, let us consider some statistics. Based on its survey
of 1610 IT and security professionals from over 100 countries, cybersecurity company
Netwrix found that 69 percent organisations in the education sector had suffered a
cyberattack in the 12 months preceding the survey in 2023. 

3 out of 4 attacks
in the education sector were
associated with a compromised
on-premises user or admin
account

vulnerability
exploitation

phishing
attacks

29% 30%
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In fact, according to a report from 2017 on cyber threats
to small and medium businesses, 96 percent IT decision-
makers believe their organisations are susceptible to
external cyberattacks and 71 percent say they are not
prepared to cope with them. If businesses were in a
state like this, the education sector would not be in a
much better place. Why is this so? Primarily because the
information possessed by educational organisations
grows per year and there’s an increase in the adoption
of technology. Thus, it isn't viable any longer to
safeguard this volume of sensitive information in servers
that don’t have requisite protections. 

According to the IBM Report on the Cost of Data Breaches
from 2023, critical infrastructure organisations (which
includes the education sector), incurred data breach costs
that were USD 1.26 million higher than the average cost
for organisations in other industries (indicating a 28.6
percent difference). Infosecurity Magazine found that in
2023, 29 percent of attacks on educational institutions
exploited vulnerabilities and 30 percent involved phishing
campaigns that targeted K-12 schools. Further,
ransomware incidents in schools and higher education
institutions globally from 2018 to mid-September 2023 led
to the breach of over 6.7 million personal records causing
downtime costs of over $53 billion. 
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Downtime costs of
over $53 billion
Caused by ransomware
incidents in schools and
higher education
institutions globally from
2018 to mid-September
2023
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Covid-19 induced lockdowns saw many schools and colleges
turning to online remote learning to keep the learning process
going. This led to an increase in attack surfaces through new
endpoints (a communication network node) to education
networks. Such endpoints are often unvetted personal devices
using unvetted connections. The increase in endpoints combined
with the simultaneous rapid adoption of new technologies to
facilitate online learning led to increase in size and complexity of
networks without corresponding increase in cybersecurity
measures to protect networks and users. Education systems
continue to fail to monitor and protect their networks due to
improper cybersecurity practices. 

As a precursor to examining the specific threats that educational institutions’ networks
are often exposed to and at risk for, it is important to first consider in detail the factors
that render them vulnerable in the first place. This not only provides context to our
understanding of said threats, it further provides perspective into appropriate responses
by all parties involved towards preventing and where required, addressing these issues.
Some specific issues faced by educational institutions globally that make them
particularly vulnerable are shared below. 

Budgetary constraints play a major role in making schools and
universities vulnerable to cyber attacks. Schools, while having
low cybersecurity spending, contain personal data that
criminals can use to perform identity theft or sell on the dark
web. Universities provide them this opportunity along with
easy access to ingenious and original research of high quality
that can be stolen. 
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2. Budget constraints 

1. New learning technologies and endpoints 

Why Educational Institutions are Vulnerable to Cyber Attacks¹

1 See https://www.upguard.com/blog/education-sector-cyber-attacks and https://www.forbes.com/sites/forbestechcouncil/2024/03/11/what-cybersecurity-
threats-does-the-education-sector-face/?sh=2589415b4b90 
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Limited investments into technology and a lack of focus on
cybersecurity translates into the use of outdated software and
hardware, also known as legacy systems in technological
parlance. Such systems are not necessarily obsolete so they
continue to work despite being outdated.

Various enterprises often continue to use them if they are critical
to their daily functions as they are cost-effective in the short
term. Such systems, however, are extremely vulnerable to cyber
attacks such as increased risk of unauthorised access and
compromise by hackers as outdated hardware is not supported
by software developers. 

Given that schools and universities thrive on values such as
collaboration and learning, and the fact that there is a lack of
training and awareness on cyber risks leading to decreased
exercise of caution in the use of devices and institutional
networks, staff, students and institutional mechanisms of
educational institutions tend to be at greater risk than other
sectors and industries.

Discussions on issues surrounding cyber security are lacking or
altogether absent in educational institutions in general.
Additionally, the fact that such networks are storehouses with
information on many young people makes them especially of
interest to cyber abusers. 

14

3. Lack of training and awareness of cybersecurity 

4. Use of outdated computing hardware and software
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The fact that students and staff in educational institutions make
use of their personal devices such as smartphones, laptops and
USB drives for projects and assignments presents a large
vulnerability to the safety of the network. Such devices could
carry malware that can then affect the organisation’s network as
a whole, leading to potential large-scale ransomware attacks and
data breaches. 

An additional issue that plagues large universities is that given
that such institutions are large and are segregated into
different departments that function autonomously, department
heads or others such figures could direct the installation of
software or hardware that is required by their department,
independent of any central authority. Such a structural issue
could make it harder to defend the university as a whole from
cyber attacks as an IT professional could find it difficult to
identify the source of a cyber attack or maintain adequate
controls of and monitor network activities if they don’t have
full knowledge of all systems in place. This will therefore make
it all the more difficult to remediate any issue that might come
up as well. Thus, a lack of standardised protocols and
procedures, information security policies and cybersecurity
practices can lead to increased security gaps and to higher
incidence of cybercrime in such institutions. 

Educational institutions may, more often than not, be devoid of
dedicated and full-time resources or a cybersecurity
department that can perform activities such as regularly
monitoring access, protecting the network and implementing
security measures to protect sensitive data. These factors play a
major role in increasing its vulnerability to attacks. 
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5. Structural issues 

7. Use of personal devices

6. Lack of technical resources 
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As we’ve seen, cyber threats and risks are becoming increasingly common and
posing worrisome risks for students, teachers, staff and the institution itself. Here we
shall consider specific threats in some detail and understand the nature of the risks.

16

Types of Cyber Threats in Educational
Institutions

SECTION 4

Major Cyber Threats in Educational Institutions²

Social engineering (particularly phishing and ransomware)

2 See https://www.upguard.com/blog/cyber-threats-education, https://www.aicte-
india.org/sites/default/files/cyber/AICTE%20Cyber%20Security%20Strategy%20for%20Higher%20Education%20Institutes.pdf and
https://preyproject.com/blog/cyber-security-threats-it-professionals-in-education-face 

In the context of cybersecurity, social engineering refers to the process by which cyber
criminals trick people into divulging personal or private information that is then used in a
cyber attack. It is a manipulation technique that exploits human error to gain private
information or access text messages or emails infected with links that direct the user to
malicious websites or phone calls by a cybercriminal impersonating tech support or other
authorities requesting personal information. Social engineering attacks, including
phishing and ransomware,  pose the most significant threat to the education sector. 

Such attacks are popular as they save the cyber criminal the effort of exploiting network
security vulnerabilities as manipulated users hand over credentials to the criminals
unwittingly.

Social engineering attacks have two possible goals: 

a. Sabotage: to disrupt or corrupt data to cause harm or inconvenience 
b. Theft: to obtain valuables like information, access, or money
 
Attacks use a believable premise to create a sense of urgency and heightened emotions
through persuasion (fear, excitement, curiosity, anger or, sadness) to mislead victims and
gain trust.
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DDoS attacks lead to denial of access for users to various websites and
force a server to overload. The motivation for such an attack is to simply
cause disruptions to users’ day-to-day operations, thus affecting
productivity. Such an attack impacts students or teachers trying to access
learning resources or submit time-sensitive assignments online. Such attacks
are typically easier to carry out compared to others. DDoS attacks are
relatively easy to carry out if the target network is insufficiently protected.
Hence amateur cybercriminals including an institution’s students and
teachers might carry out DDoS attacks in an attempt to simply get a day off
or to protest something they were unhappy about. 

Phishing: It is used to gather sensitive or private information like login
credentials, bank account details, credit card numbers etc. by criminals who
masquerade as a trusted source. Phishing emails or messages are embedded
with malicious codes that, when clicked, direct victims to a webpage that is a
replica of the website the sender claims to represent. Such fake pages are
often difficult to distinguish from the real one. When an unsuspecting victim
submits their information, it is sent to a hacker who then uses it to log into
the legitimate website. Phishing emails, messages and calls often create a
sense of urgency to urge the victim to divulge information quickly. Phishing
attempts are often successful despite not being sophisticated in its
approach. Phishing takes various forms including spear phishing (an email
spoofing attack targeting an organisation or individual), smishing (phishing
performed over SMS), vishing or voice phishing (conducted over phone; can
be paired with voice deep fakes) 

Ransomware: It is a type of malicious software (or malware) that is designed
to deny access to a computer system or data until the user pays a ransom
amount to the cyber attacker. It can be circulated through phishing emails,
malvertising (malicious advertising that inserts a malicious code within
digital ads), by visiting infected websites or when an attacker exploits a
system’s vulnerabilities. It can cause downtime (a period of time when a
website is nonfunctional as a result of malfunctions), data leaks, intellectual
property theft, and data breaches. Ransom demands can range from a few
hundred to hundreds of thousands of dollars. 

Malware: Cyber criminals use malicious software (or malware) against
educational institutions to gain unauthorised access to their internal systems
and bypass information security defences. 
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Distributed Denial of Service (DDoS)
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Higher education institutions like universities that perform cutting-edge
research are particularly susceptible to spyware, insider threat and other
forms of cyber espionage. Spyware refers to any software downloaded to a
user’s device without authorisation. It is therefore, an unwanted software or
a malicious software (or malware) designed to expose sensitive information,
steal internet usage data or gain access to or damage a commuting device.
An insider threat is one that comes from negligent or malicious insiders such
as staff, third party vendors, former staff etc. who have inside information
about sensitive data, computer systems or cybersecurity practices. The
threat can involve fraud, theft of intellectual property or commercially
valuable information or misconfiguration that leads to data leaks. 

Cyberattacks on educational institutions can severely disrupt video
conferencing—a critical tool for remote learning. DDoS attacks can overload
servers, making platforms like Zoom, Google Meet, or Microsoft Teams
inaccessible, while ransomware attacks can lock educators and students out
of essential systems. Zoombombing, where unauthorized users hijack online
classes, can lead to harassment, data breaches, and a loss of academic
continuity. Additionally, phishing attacks targeting school administrators
may compromise login credentials, allowing attackers to disrupt sessions or
access sensitive student data. These disruptions not only hinder learning but
also expose vulnerabilities in the digital infrastructure of educational
institutions

18

Cyber espionage

Video conferencing disruptions
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SQL injection or SQLI is a type of attack that employs malicious code to
manipulate backend databases to access information that was not intended
for display. This includes items such as private customer details, user lists
and sensitive company data. A successful SQLI attack can cause deletion of
information, unauthorised viewing of user lists or administrative access to a
database. 

Data thefts affect educational institutions at all levels since they contain
different types of data that are of interest to cybercriminals. It includes
personal information of staff and students and information on research
conducted by the institution. Criminals can use such information to sell it to a
third party or use it to extort money from the institution. Theft of university
research, which is often scientific, medical, or engineering focused, occurs as
it can give the attacker (which could be a professional organisation) an
unfair competitive advantage over valuable research without investing time
and money into it. Cyber criminals can also conduct such data theft to sell
such research on the dark web. Such a form of attack can, unfortunately, go
unnoticed for a long time, increasing the vulnerability of unprotected
networks. For example, hackers struck the University of California, Berkeley
network for several months, during which at least 160,000 medical records
were allegedly stolen. 

An eavesdropping breach, snooping or sniffing is a network security
attack in which a cybercriminal tries to steal information that
smartphones, computers and other digital devices send or receive. It
capitalises on unsecured network transmissions to access data being
transmitted. It is challenging to detect such an attack as it does not cause
abnormal data transmissions. An attacker can install network monitors
(such as sniffers) on a server or computer to perform an eavesdropping
attack to intercept data as it gets transmitted. 
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Data Thefts

SQL Injection 

Eavesdropping attack
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AI makes cyber attacks such as identity theft, password cracking and denial-
of-service attacks more powerful, efficient and automated. It can be used for
anything from injuring people, stealing, causing emotional harm and even to
affect national security, shut down organisations and cut power supplies to
entire regions.³

One must note that  the types of major cyber threats putlined above are not separate and
exclusive in a strict sense; there are overlaps among them. Therefore, the table above is
presented to portray a variety of threats and must not be considered as existing in
separate and distinct types. 

So far, we’ve taken a broad look at the issues of cyber attacks affecting universities and
schools. We’ve seen the reasons that render educational institutions vulnerable, the
specific challenges that they face and the prominent cyber attacks that affect them. The
impact of such attacks are significant given its scale and frequency are felt not just by
institutional and third party actors but by students, teachers and staff, making such
issues worthy of further examination and study. There are some patterns that are
relatively consistent along with new and upcoming trends observed in India and globally.
We shall take a look at them here. 

Data and research on cyber crimes against educational
institutions is mainly available from the US. So let us
consider some statistics from the nation that situates
the issue a little better. In December 2021, a vendor for
Chicago Public Schools was a victim of a ransomware
attack which compromised the personal information of
over 500,000 students and staff members. A few
months prior to that, in February 2021, a chain of
schools in Massachusetts was a victim of a DDoS attack
that disrupted teaching and learning on the district’s
web- based systems. It affected emails, learning
platforms and video conferencing services during a
time when they were crucial, given classes were
conducted remotely owing to the pandemic. 

500,000
personal information
compromised

A vendor for Chicago Public
Schools was a victim of a
ransomware attack

20

AI-powered attacks

3 AICTE Cybersecurity Strategy for Higher Education Institutes, p. 11. See also India Cyber Threat Report 2023, p.12, 68, 69, 71, 72. See also The Malicious Use
of Artificial Intelligence: Forecasting, Prevention and Mitigation, p.10. 

Deep Dive into Cyber Threats in Educational Institutions

Exploring Cyber Threats and Digital Risks in Indian Educational Institutions



In terms of attack vectors, over 50 percent of detections
were associated with removable media and network drives
and about 25 percent attacks resulted from clicking on
malicious links in emails and websites, according to the India
Cyberthreat Report 2023. Cybercriminals creating malware
and ransomware attacks have been continually evolving in
their methodologies and employing sophisticated
techniques to evade traditional signature-based detection.
Common threats like phishing and account compromise
pose a continuing challenge in educational institutions.
Account compromise is a dominant threat as the schools,
colleges and universities manage a variety of accounts for
staff, students, teachers, alumni and third-party contractors.
The malware most prevalent in the education sector was
one named W32.Neshta.C8. The trait of this particular
malware is that it self-extracts data and executes a dropped
binary (indicates an intrusion or malicious activity) and
establishes autorun at Windows startup. The education
sector comprised about four out of every 10 detections of
malware. 

As per a report by the Indian Computer Emergency Response
Team (CERT-In), the education sector in India has witnessed a
significant rise in cyberattacks in recent years. The
organisation reported over 10,000 cyberattacks against
educational institutions in the year 2022, which primarily
involved cases of phishing, malware, and ransomware. These
have resulted in data breaches, financial losses, and disruptions
to educational activities. 

A similar incident had taken place in September 2020 to a chain of schools in Miami.
According to officials from Connecticut, a school district had to shut down for a few
days as a result of a cyber incident. The school district was reinfected a few days
later owing to another attack. Officials said that the follow-up attack was a result of
the failure of the school district’s cybersecurity insurance company to provide
sufficient recovery response. This shows that stakeholders external to the institution
too have crucial roles to play in the protection of educational systems. Cyber
attacks and threats to educational institutions also follow different patterns. A
study by the US GAO found among affected schools that wealthier, larger and
suburban school districts had higher likelihood of reporting breaches. 
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What evidence and reports are available on the state of cyber
crimes against educational institutions in India? 

10,000
cyberattacks

CERT-In | 2022
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However, attribution regarding cyberattacks is complex. There may be some cases
where either the actor from another country exploits the resources of that accused
country to leave a footprint leading back to the same or they use VPN, proxy
technology to mask their real origin. In such a type of provision, it is extremely difficult
to make a proper attribution.

In a recent study conducted by the Research Wing of CyberPeace, in collaboration with
SAKEC CyberPeace Center of Excellence (CCoE) and Autobot Infosec Private Limited, a
simulation of educational institutions' networks was performed to gather valuable
intelligence on state and non-state actors.

This research is part of the e-Kawach project, an initiative by CyberPeace to deploy a
comprehensive public network and threat intelligence sensors across the country. The
aim is to capture internet traffic and analyze real-time cyber attacks targeting specific
locations or organizations. The study covers the period from July 2023 to April 2024.

Over the specified period, the deployed network recorded a
substantial 217,886 attack events originating from different IP
addresses worldwide. A pattern analysis of the attack shows that
apart from India, most attacks originated from IP addresses from
countries such as the USA, China, Germany, the Republic of Korea,
Brazil, the Netherlands, Russia, France, Vietnam, Singapore, and
Hong Kong.

217,886
cyberattacks

July 2023 to
April 2024
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Key Insights from Project eKawach:

Additionally, the analysis identified 8,337 unique usernames  
and 54,784 unique passwords used in brute force attacks,  
indicating the extensive use of automated scripts or tools by  
threat actors. The most frequently used username in the  
attack is “root” with more than 200,000 attempts and other  
common user names include “admin”, “test”, “user”, “oracle”,  
“ubuntu”, “guest”, “ftpuser", “pi”, “support”. Common  
passwords such as “123456”, “password” were attempted  
more than 3,500 and 2,500 times, respectively and the other 
common passwords include "1234", "12345", "12345678",  
"admin", "123", "root", "test", "raspberry", "admin123",  
"123456789", "1234567", "qwerty". This underscores the  
importance of robust security measures such as multi-factor 
authentication, network segmentation, and intrusion  
detection/prevention systems to prevent unauthorized  
access to critical infrastructure.
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The United States, China, Germany, Republic of Korea, Brazil, Netherlands, Russia,
France, Vietnam, India, Singapore, Hong Kong.
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200,000+ attempts

Most common username in
attacks include

Top Attackers by Country:

usernames

Unique usernames used
for brute forcing

3,500+ attempts

Most common passwords
include

passwords

Unique passwords used
for brute forcing

2,500+ attempts

Most common passwords
include

"root"

217,886
cyberattacks

Total number of attacks

8,337

"123456"

54,784

"password"
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C D
B E

A F

Most of the institutions are in the risk rating of D and
very few in C as indicated in the below picture. A D
rating indicates that Risk has detected numerous
problems that could compromise security posture.
Please review the risk indicators identified below and
act upon them immediately. 

Risk ratings descend from A to F as the severity and
number of threat indicators increases. Companies with a
D or F rating are 5.4 times more likely to be victims of
data breaches than those with an A or B rating.

The total risk findings for the institutions are explained using the pie chart for factors
such as data breaches, dark web leaks, botnet activity, and phishing & domain
squattings. The data breaches and botnet activities occur at a higher rate compared
to the dark web leaks and phishing & domain squatting.

This research is intended solely to identify and mitigate potential cybersecurity risks and
is not meant to harm individuals or place blame on any entity. The information provided is
based on data available at the time of the research and may evolve as new information
emerges.

Risk Rating: 

Research conducted by the USI - CyberPeace Centre of Excellence (CCoE) and Resecurity
has revealed the presence of several breached databases belonging to some of the Public,
Private, Government universities and its associates available on the internet. The
investigation highlights the significant cybersecurity threats in the education sector in
India.

Disclaimer:
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Key Insights from Threat Landscape Analysis:

Risk Findings :
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7,926

Dark Web
Leaks 

393,518

Data Breaches

Dark Web
Leaks

Data Breaches 

Botnet Activity 

Phishing & Domain
Squatting

45.4%
339442

1.1%

0.9%

6,711

Phishing and Domain
Squatting

339,442

Botnet Activity

52.6%
393518
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Key Indicators:

2.  Botnet activity indicating network hosts compromised by malware.

1.  Multiple instances of data breaches containing credentials (email/password)
in plain text.
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3. Credentials from third-party government and non-governmental websites
linked to official institutional emails.
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4. Details of software applications, drivers installed on compromised hosts.
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6. IP addresses of compromised systems. 

7. Login credentials for different Android applications.

5. Sensitive cookie data exfiltrated from various browsers.
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Below is the sample detail of one of the top educational institutions that provides the
insights about the higher rate of data breaches, botnet activity, dark web activities
and phishing & domain squatting.

It indicates the number of data breaches, network hygiene, dark web activities,
botnet activities, cloud security, phishing & domain squatting, media monitoring
and miscellaneous risks. In the below example, we are able to see the highest
number of data breaches and botnet activities in the sample particular domain. 
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Risk Detection:
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Risk is categorized with factors such as high, medium and low, the risk is at high level
for data breaches and botnet activities.
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Risk Changes:

Risk by Categories:
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In these cases, the risks are manifold. Such attacks not only compromise national security
by the leaking of sensitive data but they also lead to psychological effects such as
trauma for children who get contacted in this manner and realise that they had been
conned. Thus, not only are educational institutions attacked for the data and research
they hold in their repository but an additional threat is to use such methods to
compromise national security as a whole. Cybersecurity measures and awareness is thus
paramount at both individual and institutional levels. 

Advanced Persistent Threats (APT) are ones that use sophisticated techniques and
specific targets. Transparent Tribe is an APT group that traditionally focused on the
Indian defence ecosystem but in more recent times has started targeting educational
institutions and students. It targets information assets. Further, the group uses a malware
called Crimson RAT consistently. Other targets of the group include government and
critical infrastructure entities. 

What we are witnessing in terms of patterns are tactics by various types of threat actors
that range from simple to extremely sophisticated. As we shall see in the section below,
educational institutions are attacked in multiple ways such as hacking into the network
systems to gain sensitive information, hacking to deface websites and even get directly
in touch with students. For example, in a new form of cyberattack witnessed last year,
Pakistani Intelligence Operatives (PIO) targeted schools by contacting students directly
to gain personal information.
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In this series of cases which was reported in July
2023, school students across the nation received
calls and Whatsapp messages from PIO  
impersonating school teachers or giving references
of someone known to them and asking for One  Time
Passwords (OTPs) to enable them to join  Whatsapp
groups. The main targets of these calls  and
messages, according to a news article, were students
residing in border regions where cross  border
infiltration attempts are more common. By  using
such a tactic, cyber criminals aimed to exploit  the
proximity of the areas in which these schools  were
located to sensitive locations to gain strategic
advantage and access confidential information. 
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Researchers also found through an analysis of these cases that
about 86 percent of all business email compromise (BEC)
attacks on educational institutions during this period were
carried out using GMail accounts. GMail is a preferred email
service since it is free, easy to register and widely used. In
addition, cyber criminals used words such as ‘principal’, ‘head
of department’, ‘school’ and ‘president’ to make them seem
legitimate. They also used convincing subject lines to grab the
attention of a target, such as, ‘new Covid guidelines’ and
‘school meeting on Covid’. Such methods could easily get
unsuspecting students to click on malicious links or download
attachments from the emails. 

A report filed in October 2020 in which the firm Barracuda
Networks conducted a research study to find that over 1000
schools and colleges in India had been targeted with cyberattacks
between June and September 2020. This research report points at
a mix of tactics used by the cybercriminals towards achieving their
goal. Researchers found that of these cases, in 57 percent of the
incidents, malicious emails were sent using compromised internal
accounts. They suspect that the cybercriminals got a hold of these
accounts through the dark web or social engineering. Once they
got hold of these compromised accounts, they launched fresh
email attacks through spear phishing. This strategy works wonders
as people tend to trust accounts that seem to come from
legitimate persons and domains. This creates very little suspicion
with users. 
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1000+ schools
and colleges in
India

had been targeted
with cyberattacks
between June and
September 2020 

of all business email
compromise (BEC)
attacks on educational
institutions during this
period were carried out
using GMail accounts

86%
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75%

Given that these cases and incidents are relatively new, much is left to be examined and
studied to understand the long term repercussions of such attacks. At this point
authorities are still dealing with preliminary information such as motives of cyber attacks
and hygiene checks to put in place to protect data and people. At the same time, reports
and articles primarily are discussing ‘potential’ threats as a result. An examination of
articles, reports and studies on cyber attacks in educational institutions in India points to
a crucial gap- there is a dearth of research on issues surrounding how cyber attacks
specifically affect educational institutions. Despite rising vulnerabilities and resultant
attacks, focused research to examine specific factors is close to absent. 

In terms of evolving trends, ransomwares have emerged as the
predominant among malicious cyber attacks. According to
data, over 75 percent Indian organisations have faced such
attacks with each breach costing an average of Rs 35 crore in
damage. Other existing malwares can affect all kinds of
computer systems. Thus, all systems are potentially extremely
vulnerable to assaults from hostile state and non-state actors.
According to experts, at this stage, most organisations in the
country lack the tools to identify cyber attacks. Prevention thus
becomes a far cry. An acute lack of cybersecurity professionals
is another challenge. The introduction of 5G services and
quantum computing poses additional risks for digital security
breaches. 
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Indian organisations
have faced such

attacks with each
breach costing an
average of Rs 35
crore in damage.
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As discussed earlier, the unique characteristics of an
educational institution influence its cybersecurity risks and the
types of attacks it may face. Factors such as size, purpose,
reputation, location, and student composition play a key role in
shaping its threat profile. For instance, renowned universities
may be targeted by advanced cyber threats, while smaller
schools face different vulnerabilities. It is crucial for institutions
to assess their specific risks and implement tailored security
measures. For example, a small rural school is less likely to be
targeted by ransomware attacks, as attackers typically seek
victims with the financial capacity to pay substantial ransoms
for stolen or encrypted data. Understanding these distinctions
allows educational institutions to develop appropriate
cybersecurity strategies based on their individual risk
landscape.

In April 2021, the University of Hertfordshire experienced a crippling attack that
affected all of its computer systems including cloud-based resources. It took
about five days for its services and classes to be restored. 

Let us consider some notable cyberattacks against schools and colleges from recent times
and examine the various types of threats and risks they might face

Understanding the specific challenges faced by educational institutions in terms of
threats is key to proposing solutions at both levels, including the educational institutions
and the larger stakeholder cluster that operates at the strategic policy level. This section
outlines various cases of cyberattacks in India and the rest of the world. It then explores
the challenges that lead to such incidents.
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Cybersecurity Challenges Faced by
Educational Institutions

SECTION 5

Cyberattack Incidents in University/Educational Institutions

Attack on computer systems
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The cases above represent some of the most common cybersecurity issues faced by
educational institutions worldwide.

In September 2021, a ransomware attack against Howard University forced it to
cancel online and hybrid classes and the university’s WiFi remained offline for
many days. Even prestigious institutions like the University of California, Los
Angeles, have not been immune to cyber attacks. In a December 2020 attack of
the university’s network, hackers exploited a vulnerability in third-party software
to insert ransomware and extract personal data. Apart from the university, this
attack affected government agencies and businesses. About 300 organisations
were affected as a result of this attack. The data stolen during this attack was
then used to send mass mails and threatened to be posted online, blackmailing
individuals and companies to pay the attackers. Further, a ransomware attack
against a web hosting service provider for the education sector called Finalsite
led to websites of about 5000 schools and colleges going offline. Some
institutions that have faced similar attacks are Michigan State University and the
University of California, San Francisco. 

Compare this to a couple of cases from India. In 2021, an unsecured server at
Salesken.ai had put student data from popular learning e-portal Byju’s at risk.
According to a report by Techcrunch, the server had been unprotected for a
few days. Data found on the server comprised student names and classes,
email IDs and phone numbers of parents and teachers. It also contained log
chats between parents and staff and teacher’s comments provided to their
students. Copies of emails with codes to reset user accounts and internal
Salesken.ai data were also found on the server. Further, in 2023, a security
researcher found a server-side misconfiguration with Byju’s which ended up
exposing sensitive data of students. Apart from names and contact details,
the error exposed loan details such as payouts, links to scanned documents
and transactional information related to some students. 
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Ransomware attacks

Leakage of private and sensitive data
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One primary challenge with respect to cybersecurity of educational institutions is the
lack of a security framework that focuses on higher educational institutions. Various
other organisations follow several different frameworks such as ISO27001 (an
information security management system internationally recognised as best practice
framework), the National Institute of Standards and Technology (NIST), COBIT or
Control Objectives for Information and Related Technologies (an IT governance
framework for businesses wanting to implement, monitor and improve IT management
best practices) and Information Technology Infrastructure Library (ITIL) (a framework
designed to standardise the selection, planning, delivery, maintenance and overall
lifecycle of IT services within a business). Such frameworks do not generally support
the cybersecurity of universities and colleges as they are aimed at commercial
organisations and are difficult to implement and not cost effective. Most educational
institutions in India at this point do not have a clearly defined cybersecurity
framework. 

Multiple factors contribute to tainting the cybersecurity of educational institutions. Let us
consider a few here. The attack surface in education, for one, is quite wide and deep,
given that education is a growing sector and hence has associated challenges.

Lack of cybersecurity awareness among stakeholders: Cybersecurity awareness
among different stakeholders, including students, parents, teachers, and staff is
generally limited given this is a relatively new concern as technology’s role in the
education sector is on the rise. The last few years have seen an explosion in the usage
of technological offerings, owing apart from the pandemic, to more investments in
technology due to the plethora of benefits they bring to the table. But since the use of
technology is a relatively new addition in educational institutions and education it is
also a rapidly advancing and dynamic field, none of the actors in educational
institutions are adequately equipped to deal with or train others on the issues arising
therefrom. 
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What are the challenges that lead to these incidents?

General challenges

Lack of a security framework
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Cyber Security Awareness among Female University Students

A recent study conducted by a university in Vadodara, supported by CyberPeace,
explored the cybersecurity awareness level among female students. The study also aimed
to enhance cybersecurity awareness among the selected female students and enlighten
them about the hazards and challenges prevailing in cyberspace.

The study was conducted in three phases. The findings of the study revealed that half of
the respondents were from the 17-19 age group. The survey results indicated that 43%
of the students were not well aware of cybercrime. 40.72% of the students do not install
antivirus software on their personal PC and smartphone. 

of students didn't
know about phishing

45.50%

of students didn't
know about social
engineering

34.13% 

of students didn't
know about firewall31.73% 

of students didn't
know about identity
theft

23.35% 

of students knew
about 2-step
verification

52.69%

of students knew
about software 
update

53.29%
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Only 23.95% knew about anti-spyware, 23.95%
knew about anti-spam, 31.13% knew about
cyberbullying, 25.14% knew about cyberstalking
(25.14%), and security settings (22.15%) to some
extent. Less than 50% of students knew about
antivirus and password security management. 

The findings of the study indicated that there
was a significant difference in the awareness
regarding general security, password security,
browser security, and the use of several devices.
It highlighted that as the use of several devices
differs the awareness about selected security
aspects also differs. Students were less aware of
web browser security than general security,
password security, and social media security. 

The study concluded that cyber security is
highly recommendable to the students in the
university and encourages more females to
participate in the awareness programmes,  
seminars, and workshops to minimize the
adverse effects of breaches.
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Social engineering, consisting of phishing and
ransomware, and Distributed Denial of Service
(DDoS) attacks, are particularly dangerous threats to
the education sector. Ransomware affected 79
percent higher educational institutions and 80
percent lower educational ones in a quarter of 2023,
in India. Between 2018 and 2023, ransomware
attacks on schools cost over $53 billion in downtime
alone. Further, over 6.7 million individual records
were breached during the period. This figure, one
must note, is based on only reported cases. Again,
DDoS attacks, which can be purchased for about
$10, allows attackers to throw off a school entirely.
The incidents mentioned under section 2 above are
examples of ransomware attacks. 

Different user accounts: Educational institutions generally handle a variety of
accounts for staff, third-party contractors, educators, students and alumni, having a
high turnover rate. Since there is a continuous arrival of newcomers into this network,
keeping all users secure administratively is a challenge and this requires effective
systems and training on security for all users.

Shared devices: Another challenge is the fact that educational institutions provide a
variety of shared devices and systems exposed to the internet to enable research and
collaboration. This increases the attack surface by a huge scale. 

Financial constraints: Restricted budgets and limited strategic oversight lead to
inability of investing in tools and processes to mitigate risks.

Non-Reporting of Cases: Despite incidents occurring within educational institutes,
little to no reporting enables further threats and cyber attacks. There is a need for
smallest to gravest, any type of incidents that affect universities and educational
institutions and their functioning to be reported.

Affected by ransomware
quarter of 2023
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Rampant social engineering attacks (particularly phishing, DDoS and
ransomware)

79%

80%

higher
educational
institutions

lower
educational
ones
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Apart from threats and attacks that are a result of
malicious intent of threat actors external to an
organisation, educational institutions face threats
from within. Inside threats are potential and actual
malicious attacks and threats performed on a
computer system or network by an individual
authorised to access the system. There is often less
security against inside attacks as most organisations
focus on defending against external attacks. Insider
threats can range from injecting Trojan viruses to
stealing sensitive data from a network or a system.
Attackers may affect system availability by
overloading the network or computer processing
capacity or computer storage, resulting in system
crashes. Apart from intentional acts by inside threat
actors, human error also leads to multiple incidents
that compromise educational institutions at large. 

Schools and universities in the US suffered much
damage due to ransomware during the Covid-19
pandemic. According to a cybersecurity firm Emsisoft,
ransomware affected 62 School districts and campuses
of 26 colleges and universities in 2021. It further found
that ransomware incidents disrupted learning at more
than 1000 schools in the US in 2021 (Jimenez and
Lyngaas, 2021). In an unfortunate case, a 150 year-old
Lincoln College in the US shut down in 2022 owing to
several reasons, one of them being a cyber attack that
it could not recover from.

Affected by ransomware
according to Emsisoft | 2021

62
school
districts

26
colleges and
universities

A cyber attack in December 2021 disrupted the college’s admission activities, hindering
access to all institutional data which affected the enrollment process for Fall 2022 as
systems required for recruitment, retention and fundraising were all unusable owing to
the attack. As with other related issues though, it is almost impossible to know the
precise number of such attacks as many of these go unreported. 
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Insider threats and human error

Exploring Cyber Threats and Digital Risks in Indian Educational Institutions



In an ecosystem of current and persistent patterns and evolving trends in cybercrimes
against educational institutions, who are the primary stakeholders involved? Below, we
represent the stakeholders before moving into the responses by government agencies,
followed by steps taken by educational institutions themselves. 
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Mapping the Stakeholders
SECTION 6

Primary Stakeholders

Cybersecurity Stakeholders
for Educational Institutions

Secondary Stakeholders

Children / Students 

Staff / Employees

/ Consultants

Vendors &

Partners, Clients

IT & Admin Team

(Administrators)

Management

Parents of Children 
/ Students

Government /
Policy Influencers

Law Enforcement &

Judiciary / Lawyers
Media / Civil
Society (that work
on cyber security)
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The government and other bodies in India have come up with various measures to
address the issue of cybersecurity in schools and colleges. Although these steps have
been well-meaning, there is room for improved implementation. The following is a
compilation of some prominent initiatives. 

The Ministry of Home Affairs (MHA) had drafted a Handbook for Adolescents
and Students on Cyber Safety. It discusses cyber threats & frauds and steps to
take in case one becomes a victim of cyber abuse in a child-friendly manner. 

The All India Council for Technical Education (AICTE), a statutory body under
the Ministry of Education, has published a document titled, ‘Cybersecurity
Strategy for Higher Education Institutes’. It articulates its mission in aiming to
enhance the overall cybersecurity posture of higher education in India. Its
goals are four-fold, namely, to:

The document lays out important guidelines that university management, IT
professionals and staff can and must follow. It also provides definitions of various
types of external and insider threats that educational institutions can be exposed
to.
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Cyber Threat Response and Mechanisms
for Prevention

SECTION 7

Existing Cyber Security Measures by Indian Government Agencies

Handbook for Adolescents and Students on Cyber Safety by the
Ministry of Home Affairs (MHA)

Cybersecurity Strategy for Higher Educational Institutes by the All India
Council for Technical Education (AICTE)

Create dynamic cybersecurity policies for students and institutes
Translate policy statements into an action plan
Raise national awareness about risks in cyberspace
Create nationwide students and faculty cybersecurity experts 
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Other government initiatives to strengthen cybersecurity in education include:

Another initiative by AICTE includes training programmes on cyber security as a
part of Faculty Development Programmes in different universities and institutes
in the country. Webinars on cyber hygiene, cyber security and prevention of
cybercrimes have also been conducted for faculty and students of different
technical institutes and universities. 

The DPDP Act, 2023, was enacted in an environment of increasing digitisation of
personal data and the resultant need to safeguard individual privacy in a rapidly
evolving digital landscape. The Act mandates businesses to adopt responsible
data protection and governance practices, given the importance of data privacy
and security. Since the scope of the Act is broad- covering any entity involved in
collecting, storing, using or transferring digital personal data, educational
institutions also come within its ambit. Although all educational institutions may
not fall within the category of businesses, the fact that they collect and store
information about children and young adults renders them responsible for the
protection of the data they collect. It is thus important for educational institutions
to follow practices in keeping with the Act, to the extent possible. 
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Other government initiatives 

Training programmes on cyber security by AICTE

The Digital Personal Data Protection (DPDP) Act, 2023

The emphasis on the importance of cybersecurity education and integration of
cybersecurity concepts into school curricula in the National Policy on Education (NEP)
2020 and the Cyber Safety and Hygiene Awareness Network (CSHAN) which raises
cybersecurity awareness among students, teachers and parents through workshops,
training programs and online resources.

The Cyber Surakshit Bharat Mission which aims to enhance India’s cybersecurity
capabilities in different sectors including education ‘Cyber Jagrookta Diwas’, (an
initiative by the MHA) which is to be observed on the first Wednesday of every month
in all schools, colleges, universities, Panchayati Raj Institutions (PRI) and municipalities
with the involvement of states and union territory (UT) administration and police
authorities. The primary purpose of the initiative is to create awareness for the
prevention of cybercrime amongst school and college students through workshops,
seminars, interactive sessions, case studies, quiz competitions and creative sessions.
While the initiative itself sounds useful and relevant, it remains to be seen as to how it
is, if at all, being implemented by states and UTs.

In 2022, the Indian Computer Emergency Response Team (CERT-In), India’s
cybersecurity agency, introduced a set of guidelines for organisations to comply with if
they are digitally connected. According to the guidelines, every cyberattack incident
must be reported within hours of identification. 

Apart from these, all Indian States have their own cyber command and control centres.
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The risks and threats faced by educational institutions are real and ubiquitous; yet, the
best practices and strategies to counter attacks are mostly simple and known. Vigilance
and a privacy/security-conscious culture are pivotal among all stakeholders to create
digitally safe and protected spaces for staff, students, and teachers. This section
includes some of the global regulations and best practices that protect universities and
educational institutions from cyber threats and attacks. 

 In India, the Digital Personal Data Protection Act of 2023 is the primary law that deals
with personal data protection. It has borrowed the broad definition of data protection
from the EU's General Data Protection Regulation (GDPR), which is the toughest privacy
and security law in the world, with specific requirements regarding collecting, storing,
and processing personal data. The Australian government has developed mitigation
strategies in the form of the Strategies to Mitigate Cyber Security Incidents, with the
most effective being the Essential Eight which covers strategies surrounding application
control, patch applications, multi-factor authentications, patch operating systems,
restricted administrative privileges, restricted Microsoft Office macros, user application
hardening and regular backups. The US government’s NIST Cybersecurity Framework
2.0 provides guidance to industry, government agencies, and other organisations
(regardless of size or sector) to manage cybersecurity risks.
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Global Best Practices and Strategies for
Educational Institutions in the Face of
Increased Threats⁴

SECTION 8

Government Regulations and Laws That Protect Universities

4 See https://www.isphere.net/k-12-cybersecurity-best-practices/ and https://preyproject.com/blog/cyber-security-threats-it-professionals-in-education-face 

Several government regulations and laws pertaining to 
cyber security are applied to protect schools and
universities. They apply to concerns such as  protecting
and preventing personal data breaches, measures, and
technical protocols by organisations to ensure ongoing
compliance with laws  and regulations and entering
into legal contracts with third-party actors before
appointing them with data processing tasks, among
many others. 
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New Zealand strongly considers cybersecurity in relation
with general privacy and hence, the main information
cybersecurity obligations are those outlined in the
Information Privacy Principle 5 (IPP 5) under the Privacy
Act of 2020. IPP 5 requires that reasonable security
safeguards are in place to prevent the loss, misuse, or
disclosure of personal information. The Act does not,
however, address the criminal law on hacking and other
cybercrimes.

Although existing regulations and laws do not address the specific requirements and
needs of cybersecurity related issues of educational institutions, we propose the
following checklist based on information at hand and case examples from different
parts of the world. 
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Educational Institution’s Checklist to adopt best practices and
increase preparedness towards combating cyber threats

Having an incident response plan: Such a plan outlines procedures to identify,
respond to and recover from cyber threats. When a threat is detected, this plan
indicates the immediate steps to contain and eradicate the issue and minimise
damage. 

Access control implementation: This limits access to certain systems and data to
authorised individuals only. This must be role-based, ensuring permissions are
assigned based on a user’s role in the institution. 

Having a strong security policy: This must address specific needs such as student
data privacy, intellectual property protection, the use of educational technology
tools, etc. It may include guidelines on using personal devices, securing home
networks and protecting sensitive data when studying or teaching from home (for
remote educational requirements). It must establish procedures for reporting and
responding to cyber threats. Finally, it must be tailored to the roles and
responsibilities of different stakeholders such as students, educators and
administrators. 

Maintaining data backups: This is mandatory to protect critical data such as student
records, grades, lesson plans and research data. Regular backups enable a recent
copy of data to be restored even if the original data is compromised or lost.
Ensuring regular and secure backups is paramount for educational institutions. 

Regular software updates: All relevant systems must use updated softwares. This
includes everything from the operating systems on school-owned devices,
softwares used for virtual meetings, the learning management systems used to
administer courses and individual applications used by students and teachers. 
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It is possible to implement several best practices and measures to safeguard the
integrity of educational institutions’ data systems. These ensure that schools and
universities are not caught unaware and unprepared should they be faced with a threat
or risk common to such institutions the world over. 
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Multi-factor authentication: Unlike passwords, which can be cracked or stolen, two
factor or multifactor authentication requires users to provide at least two forms of
evidence to verify their identity. This can be used to secure access to all digital
platforms and makes it significantly harder for cybercriminals to gain unauthorised
access. 

Using anti-malware software: This can be installed on school-owned devices and
servers to provide real-time protection, to scan incoming files, emails and
downloads for potential threats and to prevent their execution. 

Awareness and training: There is no replacement for this. It is a requirement at all
educational institutions irrespective of their location, size and other factors.
Cybersecurity awareness and training equips students, teachers and staff with
knowledge and skills to recognise and avoid potential and common threats.
Training can include aspects such as identifying suspicious emails, the importance
of strong and unique passwords and recognising the signs of a potential system
breach. This must be extended to remote education systems as well where training
can additionally include aspects such as practices for securing home networks, using
approved software and platforms and ensuring data privacy.

Using the services of a security service provider: Where funding permits,
educational institutions can employ the services of a security provider to help set up
robust firewalls, monitor network traffic for unusual activities, implement intrusion
detection and prevention systems and ensure regular software updates and data
backups.

Fostering a cyber-aware culture: Staying informed about evolving cybersecurity
threats and encouraging students, staff and educators to report suspicious activity
at the earliest, along with clear reporting processes for cybersecurity incidents are
all crucial endeavours towards preventing cyberattacks. 

Conducting regular security assessments: Periodic cybersecurity assessments must
be conducted to identify vulnerabilities and weaknesses in an institution’s network
and systems. Where possible, external security professionals can be invited to
conduct penetration testing on the instituion’s infrastructure and applications to
identify areas for improvement. 
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Literature, articles and news reports on responses of educational institutions in India to
cyber threats is extremely sparse, pointing to inadequate reporting and exploration of
the topic. The lack of data on the incidents, frequency and specific responses to them
pose major challenges for all concerned stakeholders since this affects effective policy
making in the field. Although large-scale studies have shown the vulnerability of
educational institutions, micro-level information is largely absent. 

University officials claimed that according to the third party exam partner, the server
had crashed, resulting in the error. The reason for the same was being pegged as a
cyber attack. Apart from demanding a high-level enquiry against the software vendor,
the university had no other response. This points to the consequences of institutions’
complete dependence on third party vendors. Not only did the students face much
inconvenience, the well-known university had to face reputational damage for the
same. 

In the case of a man-in-the-middle attack against a Mumbai school, it was the timely
information provided by the school to the Central Cyber Police Station and the
latter’s quick interventions with multiple banks that enabled the recovery of the
amount that had been transferred by the school to fraudsters, mistaking them for the
company they were in touch with. This case points to a crucial reminder-
coordination between law enforcement and other stakeholders at the earliest is
paramount in countering and responding to cyber attacks. 
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What are Educational Institutions Doing? Response to Cyber
Threats

In cases where third party vendors are involved, universities
are often left completely helpless and hapless in case of  
technical glitches, as was the case with Mumbai Universitie’s
Institute of Open and Distance Learning. The universities was
forced to call off and postpone exams which affected about
one lakh students. Based on a news article, it is it is known
that when candidates clicked on the link to take the exam,
they were faced with an error message.
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In December 2023, about 70 schools in Bangalore received hoax
bomb threats via emails. This sent parents, school authorities and
students into a panic and parents rushed to schools to pick up
their wards. Although it was found later to be a hoax, the panic
and fear remained for a while before things returned to normalcy.
The fact that this isn’t an isolated incident is worrisome. In cases
like this, schools and other authorities find themselves in a fix and
are unable to take any action in such an emergency situation
other than sending students back home. As an aftermath though,
some schools with the wherewithal have beefed up their physical
security measures. 

70 schools
in Bangalore

received hoax bomb
threats via emails

December 2023

In cases where school websites were hacked by groups with political and religious
motives, reports do not discuss their responses to the attacks. The case of the hacking of
the AIIMS networks was not followed up with official information on how the issue was
handled. Although it was alleged that a huge ransom was demanded, there is no official
statement on whether the amount was paid. All that was reported was that it took about
two weeks before the computer systems could come back online. 

While much is not known in terms of how schools and universities are specifically
responding to cyber attacks, what is clear is that there is much left to be desired. Given
the statistics on attacks against educational institutions and the parallel lack of news
reports and articles on actual cases, it is clear that most cases go unreported to the media
and cyber crime officials. This trend needs to be overcome and the stigma around
reportage must be done away with in order to enable authorities, journalists, researchers,
policy makers and other stakeholders to find solutions specific to the issues faced by
educational institutions in India. 
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A report by the US Government Accountability Office (GAO) in which researchers
interviewed school districts and other stakeholders, local and state officials
informed that the loss of learning resulting from a cyberattack ranged from three
days to three weeks and recovery from such attack could take anywhere between
two to nine months. 

The report by the US GAO revealed that officials from US schools reported
monetary losses to school districts ranging from $50,000 to $1 million. These
costs included expenses towards replacement of computer hardware and
increased cybersecurity measures to prevent attacks in the future. The recovery
time, on average, ranged from two to nine months. 

Cyber attacks have several short and long-term consequences on different stakeholders
within educational institutions and others who are indirectly connected to them. Apart
from its impact on the operations of the organisation and educational institutes, it affects
students, their families and teaching and non teaching staff of such institutions. In this
section we shall examine them in some detail. 
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Impact on Educational Institutions
SECTION 9

Financial loss

Impact on the learning process
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Cyberattacks against schools further result in breaches in the personal and
confidential information of students, teachers and staff members. Such data
breaches compromised information such as students’ grades, social security
numbers and bullying reports. Such data breaches can cause much emotional,
physical and financial harm to students and staff. Financial losses can include
unauthorised charges and stolen funds. Finally, data security breaches can result
in cyber bullying, identity theft and harassment. 

It further needs to be realised that apart from intentional data breaches, some
are accidental as well. In other words, data breaches happen for a variety of
reasons and there are multiple actors and motives in this realm. In fact, in some
cases the intent for a breach can be unknown actors which include, apart from
cybercriminals, school staff and students. In fact, a study in the US on schools
showed that staff was often responsible for accidental breaches (21 out of 25)
while students were primarily responsible for many intentional breaches (27
out of 52). Breaches by students were conducted often to change grades in the
system.

Apart from financial losses, disruptions to institution's operations and reputation,
one major impact of cyberattacks is the harm it causes to students, who may be
minors as well as young adults. Educational institutions are entrusted to
safeguard students and cyberattacks can compromise this role. For example, the
CCTV camera footage of several schools in the US was live streamed online for
about an hour as a result of a breach before the feed was taken offline after
authorities were alerted. Such breaches can cause much harm to the privacy of
students leading to much distress and concern among students and their families.
This can have a negative impact on the psyche, mental health and sense of
personal safety of students. 

Cyberattacks affect the reputation of the university, college or school that
become victims of it. As an aftermath of such attacks, the leaders of educational
institutions face scrutiny from internal stakeholders like students and staff and
external ones like public officials. Cyberattacks can impact the trust of staff,
students and their families on the management’s commitment to protect them,
thereby impacting the retention of staff and students and new admissions.
Further, such attacks draw negative media attention. 
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Data security breaches

Impact on the safety of students

Impact on reputation of institutional management
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Educational institutions will continue to depend on technology for its operations in the
future. As a result, the digital footprint of schools, colleges and universities will grow. In
order to prevent and survive a cyberattack, educational institutions require access to
security solutions customised to their needs. They need to also be able to adapt to the
changing needs of the organisation. For maximum effectiveness, organisations need
24/7 support of experts to keep their systems protected. The challenge is to find the
right resources to deliver these requirements. 

We have already taken a look at the persistent challenges faced by educational
institutions in protecting their data and network integrity. These recommendations are
thus aligned to the most prominent challenges. Let us quickly recap them for our benefit.
The major issues educational institutions confront in protecting the integrity of their
computer systems are the lack of budget and resources (staff and software), cultural
issues such as the ‘bring your own device’ norm in institutions and the lack of policies for
using the network along with its implementation, given the user population is large and
dynamic in nature. Institutions yet need to make it their priority to find solutions given
how high the stakes are. Importantly, educational institutions must focus on preventing
cyberattacks against its networks rather than reacting or responding desperately to issues
once a breach has occurred, as that can prove very expensive.

51

Recommendations for Strengthening
Cybersecurity

SECTION 10
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In this context a simple solution that educational institutions can practise is to share
information with students, staff and teachers about what they need to look out for,
how to protect the network at all access points and tips for practising good cyber
hygiene through training and awareness sessions and takeaway handbooks. A second
cost- effective method that IT professionals can employ is to use a multi-factor
authentication (MFA) tool that is user-friendly. This can go a long way in preventing
unauthorised access. Priority must be given to ensure that such tools are user
friendly so that all stakeholders are able to use a platform self-sufficiently. This can
ensure that educational institutions are able to save on overheads without
compromising their network security. In the face of increasing frequency and
potential severity of cyberattacks to educational institutes, it is crucial for IT
professionals to find solutions that are effective while being relatively simple to
implement and cost effective to reduce the human error factor and protect the
network from unauthorised access. 

Higher educational institutions especially need to establish policies and control measures
to protect their cyber systems. They must follow security frameworks that provide better
information security experiences by laying out the policies, tools and procedures that can
enhance and maintain a secured information system. Additionally, for a more robust
information security management system, it is important to perform risk management
which refers to- confidentiality (confirms that only authorised persons have access to
information), integrity (determines the accuracy with which data is processed) and
availability (ensures that authorised persons are able to access the data upon request) of
data related to the critical assets of colleges and universities. Assets of organisations are
generally divided into primary and support ones. Primary assets consist of all the
processes and activities specific to the organisation. In this case higher educational
institutions’ support assets consist of hardware, software, network, staff and website. Risk
management comprises three processes- risk estimation, risk mitigation and risk
assessment. A robust risk management following these processes can result in reduced
financial losses and reputational damage.

Universities are complex organisations that require
appropriate information systems to carry out their varied
activities. University information systems are heterogeneous in
that it consists of different applications, platforms, academic
systems and cloud applications, all of which are necessary for
the processes of teaching, learning and the conduct of
research activities. In this context, several researchers believe
that efficient management of the IT infrastructure of
universities requires the implementation of IT governance
(ITG). ITG refers to a set of relational structures, processes
and mechanisms that support the institution’s management to
effectively manage its IT resources. An effective and robust
ITG can thus act as a guide for the implementation of the
institution’s cyber security control system. 
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With this overview, we shall look at specific strategies that different stakeholders in an
educational institutional matrix can follow to ensure that computer networks and
systems are as safe as possible, in the following section. 
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Recommendations : Stakeholder Wise

Recommendation

Network
administrators and
cybersecurity
personnel

Staff, students and
other institutional
stakeholders 

02

01
Attend training and awareness sessions on common breach
attempts and how to respond to them

Use strong and unique passwords for different applications
 
Use Virtual Private Networks (VPNs) and avoid unsecured
networks 

Exercise caution when downloading files and email
attachments from unsolicited sources

Pay attention to ensure that one does not inadvertently
download files from organisations or individuals impersonating
others

Users must not open attachments or URL links from unsolicited
emails

Users must use only secure web browsers

Establish and regularly update the institution’s information
security policy and incident response plan

Ensure effective implementation by making sure all
stakeholders follow the best practices laid out in the policy and
plan

Conduct tests of the organisation’s and individual’s knowledge
of and preparedness for cyber attacks by performing
controlled social engineering experiments and attacks
 
Enforce multi-factor authentication for access to sensitive
resources
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Invest in cybersecurity to minimise known and emerging
threats in cyberspace

Create and implement an efficient IT governance system

Commission risk assessments specific to the organisation’s
requirements and act on its findings. They help identify the
most likely risks and the ones that can cause most damage.
 
Promote cybersecurity awareness training and awareness for
all stakeholders including IT personnel, staff and students

Implement/authorise a trusted cybersecurity framework to
manage the institution’s cloud security (International
researchers identify the five functions of a security framework
as- identification, protection, detection, response and
recovery).

Oversee privileged access management and ensure
authentication is required for sensitive data

Maintain a firewall

Monitor network activity for suspicious or malicious activity
Audit third-party vendors to understand their risk profiles

Use encryption and offline data backups wherever necessary
Regularly update security software, operating systems and
other applications to protect against known vulnerabilities

Robust email filtering and web security solutions to detect and
block malicious content must be implemented

Regularly check data and code/scripts integrity

All accounts should have strong and unique passwords

Have an account lockout policy

Have a proper Remote Desktop Protocol logging and
configuration

Have a spam-proof email validation system

Management of
educational
institutions

03

Recommendation
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Follow standardised cybersecurity protocols and procedures

Communicate and collaborate with IT personnel regarding IT
framework responsibilities and accountability

Ensure background verification of all hired staff, including
temporary and permanent staff, is conducted to check for any
legal violations, especially in the area of child protection and
safety, and other related areas

The Indian Computer Emergency Response Team (CERT-In)
must commission in-depth research to understand risks and
threats to educational institutions in India. Existing knowledge
base for cyber threats is minimal in India. Investments into this
would be necessary to prepare preventive strategies.
 
CERT-In must also ensure that its guidelines are implemented by
all organisations across sectors and that any threats and incidents
are mandatorily reported to it to add to the public knowledge on
evolving trends in this area. 

The DPDP Act must be examined in detail to create guidelines
based on it specific to educational institutions of various sizes
and purposes in order to find implementable solutions
The National Cyber Security Coordinator (who coordinates with
different agencies at the national level on cybersecurity issues)
must create a separate structure for educational institutions
since they pose a major risk on cybersecurity related matters
and do not have any specific agency overseeing such matters
with respect to issues specific to them.

The Cyber Swachhta Kendra (Botnet Cleaning and Malware
Analysis Centre) must institute a separate team to specifically
examine threats and risks to educational institutions. They must
provide free tools tailored to suit their specific needs and
training for educational institutes to counter the menace of
malware. 

The National Cyber Coordination Centre must conduct training
sessions for stakeholders within the education ecosystem to
ensure preparedness to prevent cyber threats and to reduce the
human error factor. 

Government
agencies 

Staff of Educational
Institutions

04

05

Recommendation
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As much as possible, parents of students must attempt to have
a mediation strategy to discuss and communicate with their
children about their online interactions and educate them
about potential cybersecurity threats. Avoiding restrictive
measures can be a good enabler for creating safe spaces.

More organisations in the private sector, including universities, could be encouraged to
sign the Digital Geneva Declaration with the aim to protect users and customers from
cyber breaches, to collaborate with like-minded intergovernmental and state frameworks. 

Increased funding to educational institutions to ensure that students, data and institutions
are all safe from the harms caused by cyber attacks. 

International cooperation to keep digital spaces secure since most cyberattacks originate
from beyond borders. Although India has signed cybersecurity treaties with countries
such as the US, UK, Russia, South Korea and the EU. Other multinational frameworks such
as the 12U2 (India, Israel, UAE, US) and Quad (India, Australia, Japan & USA) have
undertaken efforts to enhance cooperation in cyber incident responses, technology
collaboration, capacity building and improved cyber resilience. What is lacking though is a
global framework to prevent and counter cyber issues. 

Schools and universities should have counsellors for students’ welfare to help them in
cases of data breach or cyber abuse resulting from a compromised network at the school,
college or university level. 

Training for all stakeholders in the education ecosystem must be robust, periodic and
mandatory. Government agencies, civil society and other organisations must proactively
design programs for training all stakeholders effectively.

All educational institutions must form steering committees that consist of senior
management, the Chief Information Officer and other departmental representatives that
report to the head of the institution. This committee must provide oversight of all
cybersecurity related initiatives of the institution. They must prepare strategic plans for
preventing, detecting and remediating cybersecurity issues and develop KPIs aligned with
said strategic plans for monitoring and accountability purposes.

Technological countermeasures to address AI-based cyber threats must be made freely
available to educational institutions, especially those that are in rural areas, smaller-sized
institutions and those lacking the wherewithal to fund expensive tools and equipment. 

Some of the strategic systemic Policy level recommendation for the Government agencies
includes the following -

Parents of school,
college and
university students

06

Recommendation
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We have seen through this report that
cyberattacks have been on the rise in
educational institutions. Yet, studies in the
field of cybersecurity in educational
institutions have been extremely limited. At
the same time, existing studies do not
sufficiently cover issues related to the
implementation of cybersecurity policies and
efficiency analyses of existing cybersecurity
frameworks. This is especially abysmal in the
case of examination of cybersecurity issues
in the Indian context. 

In summary, educational institutions must implement comprehensive cybersecurity
measures to protect the privacy and data of students and staff and to protect the
integrity of the institution’s network along with the intellectual property held therein.
Some methods to achieve this include strict access control mechanisms, restricting access
to sensitive data to authorised personnel by encrypting sensitive data. Regular monitoring
checks of network systems for vulnerabilities and prompt response to any issue are
paramount. Finally, to reduce internal issues related to human error and foul play by
internal actors, it is important to periodically educate staff, students and parents about
cybersecurity threats and best practices to minimise risks and conduct background
checks of all staff and faculty hired.

The ISO27001 standard mentioned earlier in the report, apart from the technical aspects
covered, also discusses specific controls for human resource management, legal
constraints and organisational management. As a research study at a university (Itradat A
et. al. as cited in Alexei, A. 2021) recognises, this is due to the fact that cyber security
depends more on the human factor than the technology used, and security threats
coming from within the institution can be far greater than external ones. Another
academic research study on the cyber security threat analysis in higher educational
institutions found that personnel represent the most abstract category of vulnerabilities
and that attacks based on human behaviour represent 90 percent of all cyber attacks.
Research into human error and other forms of insider threats and risks within universities
can be crucial in providing a glimpse into specific internal issues related to educational
institutions that can then be employed to make changes and additions to the security
system. 

Finally, more micro level studies are required to understand how different regions and
institutions of different sizes and resources are being affected. The impact on
stakeholders, both in the short and long-term, and how those can be mitigated are all
relevant. Data on threat actors, victims, attack vectors, incidents are all crucial going
forward to enable India to carve its own response to this increasing menace. 
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A nation like India, as other developing nations, finds itself at a critical juncture in this
regard since they are growing steadily in power, influence and knowledge, with
resources, information and data that can be a boon for cyber criminals. At the same
time, nations like India are only catching up with respect to cyber safety measures and
awareness. Limited funding and limited knowledge are limiting factors. Simultaneously,
India faces wide disparities with levels of education, literacy and resources to counter
these rising issues in the area of cybersecurity. These are all factors that
cybercriminals use to their advantage, rendering an urgency to counter cyber threats
and attacks.

This research report set out to examine cyber risks, threats and incidents in Indian schools,
colleges and universities with the aim of understanding its impact and suggesting
remedial measures and solutions to prevent and combat them. As we’ve seen, cyber risks
and threats abound in educational institutions globally and also in the case of India. In
fact, schools and colleges are amongst the top sectors facing threats and incidents in
recent times. However, educational institutions face specific challenges with respect to
countering cyber incidents and preventing them. These include lack of sufficient funding,
lack of awareness among all stakeholders, among others. Additionally, apart from the
large volume of data they manage, Higher Education Institutions’ (HEIs) networks are
often open in design, decentralised and have a large number of users, rendering them
vulnerable to cyber attacks. As a matter of fact, experts believe that educational
institutions are more than twice as vulnerable than organisations in other sectors to
business email compromise attacks. 

At the same time, cyber criminals have diversified their
focus to target multiple sectors, with an ever increasing
threat landscape. While cyber threats are persistent, they
are constantly evolving in their nature. Safeguarding people,
organisations and data are now paramount. Schools and
colleges are particularly vulnerable to hacking, malware,
ransomware, among other persistent threats. Two reasons
causing successful ransomware attacks were exploitation of
vulnerabilities and compromised credentials.
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Summary of Key Findings and
Conclusion
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Another major challenge that India faces in this
realm is the dearth of trained cybersecurity
professionals in the nation. According to a report,
India is projected to have about three lakh
professionals in the sector in comparison to 1.2
million in the US. 

We have also seen that human error plays a key part in cyber incidents at educational
institutions. Both the lack of awareness and accidents on the part of students, teachers
and staff can compromise a network. It is hence essential that all stakeholders in
educational institutions are provided periodical and engaging training and awareness
on good cyber hygiene practices, motives and methods of cyber attackers and means
by which they can keep themselves, their data and intellectual property safe and
protected. Effective training can mitigate the effects of a lack in funding and resources
that are common challenges faced by educational institutions. 

A major challenge faced in terms of a way forward is the
lack of micro data and case study knowledge about cyber
security incidents in schools and colleges in India.
Although there is macro level data to suggest that
incidents are increasing, reportage of cases needs to
improve. Not only will this provide data that researchers,
policy makers and government agencies can use towards
finding specific solutions, it will also enable individuals,
students and their families to find ways to keep
themselves protected. 

Available data points to the fact that educational institutions in India are far from equipped
to prevent or respond to cyber attacks. These have caused much panic, uncertainty and
fear among students, parents and others and affected the reputation of well-known
educational institutions. It is important for all stakeholders to implement guidelines
provided by government agencies and recommendations in this report towards being
better prepared to face such issues in the future. 

Finally, organisations, including educational institutions, need to be proactive and follow a
comprehensive approach to cybersecurity. Especially given the risk to students which
includes psychological harm and trauma, this becomes a key responsibility for
institutions.
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In a case from an international school in Mumbai, a simple ploy of replacing
the letter ‘u’ with ‘v’ led to the school transferring over Rs 87 lakh to
fraudsters. Hearteningly though, much of the amount was successfully
recovered by the Mumbai police. Let us understand the case a little better. 

The school was in conversation with a vendor based in the UAE named
Europhone Acoustics for some construction work in the school. Cyber
criminals managed to gain access to the email conversations between the
two and created an email ID similar to the one from which the company’s had
communicated with the school. To mimic the original ID
arul@eurosystems.com, the fraudsters created a similar one i.e.
arul@evrosystems.com. The criminals then emailed the school from the latter
ID asking the school to deposit an amount of Rs 87 lakh to a specific bank
account, which the school did. They had also created a second fake email ID
to mimic a CCed email ID by the original company which was
abhay@eurosystems and created one abha.y@eurosystems to further trick
the school. Later, when the original company communicated the cost to the
school, they said that the amount was already transferred. This led them to
investigate the issue and the case of the fake IDs was revealed. The school
registered the crime with the Central Cyber Police Station which got into
action immediately and contacted the banks and other intermediaries to
recover almost the entire amount that the school had transferred. 

As is clear from this case, even simple tactics can lead to a huge loss.
Attention must be paid each time one communicates via email and other
means to organisations or individuals. 

As we have seen, cybercriminals employ different forms of tactics to dupe people and
institutions. In this section we shall examine some recent cases to understand a range
of incidents and threats that are common to schools, colleges and other institutions in
India.
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Man-in-the-Middle attack: A case of misspelt email IDs
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An alleged cyberattack on the Jaypee University of Engineering and
Technology this year has led to the university’s database getting
compromised and sensitive information such as names, email IDs and contact
numbers getting leaked. Responsibility for the attack was claimed by a threat
actor on Telegram and the motive was said to be retaliation for Indian
aggression along the border. The hacker’s location, origin and the border in
question is not known. The university’s website appeared to be operational
and no immediate signs of a cyberattack were discernible. This indicates that
the attack is characterised by a leak without any defacement. 

In another case from late last year, a Noida school’s website was hacked by
an unknown group that called themselves ‘Bangladeshi.’ The group left
several messages on the website along with a flag of Bangladesh. According
to a report by the organisation Group-IB, the group has attacked multiple
sectors in India. They are known to be driven primarily by a religious and
political motive. 

We see therefore that in contrast to the previous case, in this one the hackers
goal was to deface the school website.
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Database compromised, sensitive information leaked from a
private university
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In November 2023, the e-services of the All India Institute of Medical
Sciences were down due to a suspected ransomware attack. AIIMS’ Local
Area Network (LAN) comprises over 6500 computers across its institute,
hospital, centres and other departments. Preliminary findings into the case
indicated that at least five of the institute’s servers that hosted data of over
three crore patients were compromised. It took over two weeks for the
system to come back online. According to reports, hackers had demanded
about Rs 200 crore in cryptocurrency from the hospital. 

It was suspected that a malware may have been injected remotely by tricking
the user to download it by clicking on a seemingly safe web link sent via an
email. This could’ve then spread throughout the network by exploiting
vulnerabilities. In cases like these, ransomware incidents can be accompanied
by theft of sensitive data which can then be capitalised on with further
malicious motives. 

A Pakistan-based group called Transparent Tribe has been conducting
cyberattacks against the education sector, along with the Indian Army. The
motive of these sophisticated attacks is to deceive unsuspecting victims to
gain sensitive information. The group is believed to have originated in 2013.
Their attacks against top institutions such as the IITs and NITs began circa
May 2022 and peaked in early 2023. Their modus operandi is to use malicious
files disguised as a legitimate document. These files contain embedded
malware that can exploit vulnerabilities. 

A primary preventive measure would be to exercise caution when
downloading files and email attachments from unsolicited sources. As we
have seen in the above case, attention to detail is paramount to ensure that
one does not inadvertently download files from organisations or individuals
impersonating others. Other protective measures include regularly updating
security software, operating systems and other applications to protect
against known vulnerabilities. Robust email filtering and web security
solutions to detect and block malicious content must be implemented. 
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Attack surface or attack vectors: An organisation's attack surface is the totality of all
vulnerabilities, pathways and methods, also called attack vectors, that can be used by
cybercriminals to gain unauthorised access to its network or sensitive data or,
alternately, to carry out a cyber attack. As organisations adopt hybrid work models
and cloud services, their networks and associated attack surfaces become larger and
more complex. Digital attack surfaces include weak passwords, misconfiguration,
software, operating system & firmware vulnerabilities, among many others. 

Cybersecurity incident: An incident related to cybersecurity that actually or potentially
jeopardises a system or the information contained in it. 

Dark web: It refers to a hidden part of the internet that is not indexed by regular search
engines. It is accessed through specialised web browsers such as Tor. Given this
characteristic, it hosts both legal and illegal activities. An advantage of the dark web is
that it provides anonymity but at the same time, as a flip side, it poses risks of scams
and illegal content. 

Deep fake: A deep fake is an artificial image or video that is generated by a special
form of machine learning called ‘deep’ learning, from which it receives its name.
Although initially considered harmless, deep fakes are now misused to malign
famous and high-profile people such as politicians, actors and others to reduce their
popularity in general or prior to important events such as elections. 

Encryption and decryption: Encryption is the process which converts a readable
message into an unreadable form to prevent unauthorised parties from accessing it.
Although it has been used traditionally to protect sensitive information, cybercriminals
are now using it to prevent data owner’s from accessing their own information. This
happiness when encryption keys are lost or destroyed. Criminals can use it to gain
access to sensitive data and to perform ransomware attacks. Decryption, on the other
hand, is the process of converting an encrypted message back to its original readable
format. 

Endpoint: These are physical devices that connect to and exchange information with a
computer network. Examples of endpoints include mobile devices, desktop computers,
virtual machines, embedded devices and servers.

Phishing: Phishing is a practice of sending fraudulent communications that appear to
come from reputable sources to different users. It can be done through various
methods including email and instant messaging. The goal of a phishing attack is to
steal sensitive data like credit card or login details or to install malware on the victim's
machine. This happens when a victim unwittingly clicks on links shared in phishing
messages. 
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ITG: IT governance (ITG) refers to a set of relational structures, processes and
mechanisms that support the institution’s management to effectively manage its IT
resources. An effective and robust ITG can thus act as a guide for the implementation of
the institution’s cyber security control system. 

Malware: Malicious software or malware is any intrusive software developed by
cybercriminals to steal data or to damage or destroy computer systems. Examples
include viruses, worms, Trojan, spyware, adware and ransomware. 

Principle of Least Privilege (POLP): The principle of least privilege is a criterion that a
user, program or process should have only the bare minimum privileges necessary to
perform its functions. It is considered a best practice in information security. 

Ransomware: Ransomware is a type of malicious software, used by cyber criminals, to
infect a computer system by blocking access to the stored data by encrypting the files.
A ransom is then demanded from the owner in exchange for the decryption key.

Threat actors: Threats actors comprise of individuals or groups that seek to breach or
undermine systems and data security by involving in direct data theft, phishing or
compromising a computer system by exploiting vulnerabilities or creating malware.
The purpose of data security infrastructure is to detect and contain attacks by threat
actors. 
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